California Department of Education
Information Security Office
ISO-601 (Revised 12/2015)
Information Security and Privacy Training Acknowledgement
State Administrative Manual (SAM) Section 5300.3 requires all CDE employees and contractors to receive Information Security and Privacy training. SAM sections 5300-5399 Information Security directs the collection, use, and management of information and technology and their protection to conduct State business. Specific information security and privacy laws and requirements are available on the CDE Information Security Office (ISO) intranet website at http://intranet.cde.ca.gov/te/se/ps/. 
	INSTRUCTIONS

	1. Complete the Information Security and Privacy Training. 2. Fill in the blanks at the top of the form.  3. Read each statement.  4. Sign and date the form. 5. Have your supervisor sign and date the form. 6. Submit the completed form to the ISO (Suite 3712). 

	

	User Name:
	     

	Division, Office, Unit:
	     

	Supervisor/Manager Name:
	     

	Title of Training Program:
	     

	

	By signing and submitting this form, the User identified above acknowledges and agrees that:

1. I have completed the training program identified above about CDE Information Security and Privacy and will comply with CDE’s security requirements. 

2. I understand that I may have access to confidential and sensitive information as a result of my employment, assignment or duties. I agree to use precautions to assure that this information is not disclosed to unauthorized persons or used or disposed in an unauthorized manner. 

3. I understand that I may have access to state-owned or leased facilities. I agree to use precautions to assure that my access privileges are used only by me to fulfill my job duties to CDE.  
4. I understand that I may be granted access to CDE-owned computing, data and other systems. I agree to use precautions to assure that my access privileges are used only by me to fulfill my job duties to CDE in accordance with the appropriate CDE policies. 

5. I will immediately notify my supervisor and the CDE Information Security Office (ISO) of any actual or suspected security or privacy incident. A security or privacy incident is defined as an intentional or unintentional event which may result in unauthorized access, loss, disclosure, modification, or destruction of information or data assets. 

6. I understand that my failure to comply with state and federal laws, including the California Information Practice Act, California Civil Code Section 1798.24 and California Penal Code Section 502, may subject me to criminal or civil action.

7. I also understand that non-compliance with CDE’s information security and privacy requirements may result in discipline by my employer up to and including dismissal. 

8. I understand that if I have questions, at any time, regarding information security and confidentiality, I may contact the CDE Information Security Office at 916-322-8334. 


	

	I have received the Information Security and Privacy Training identified above, have read the statements above and acknowledge and agree to them. 

	User Signature:
	Date:

	Supervisor Signature:
	Date:


