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Privacy Responsibilities for all CDE staff

· CDE provides for appropriate access and use of information and data to ensure, confidentiality, integrity, and availability of all of CDE's information assets; and to protect the privacy of CDE personnel and residents of the State of California.
· Privacy and confidentiality principles are applicable to all information created, collected, maintained, transmitted, stored, or otherwise used by the CDE in the conduct of its operations, regardless of the medium in which the information is stored whether in electronic, paper, or other formats, including  computers, tablets, smartphones, flash drives, DVDs, CDs, and any other digital or magnetic media.

· There are many Federal and State laws and regulations that govern privacy and security of CDE data, and that provide the requirements and guidance for this policy. The Federal and State references are available on the CDE Intranet page: http://igate.cde.ca.gov/da/pv/gi/resources.aspx.
· Confidential information includes any information prepared, owned, used, retained or maintained by CDE that is exempt from disclosure under the provisions of the California Public Records Act (Government Code Sections 6250-6265) or has restrictions on disclosure in accordance with other applicable state or federal laws. Examples include: Educational records, personnel and medical files. 
General Principles

· Minimize the proliferation of confidential information to keep it secure and reduce the risk of a data breach. Do not create unnecessary or duplicative collections of confidential, such as duplicate, ancillary, or temporary or transitory files. If you must create duplicate copies to perform a required job-related task or project, or when “scrubbing” data for final disposition, destroy the drafts or copies when they are no longer needed. 
· When printing, copying or extracting confidential information from a larger dataset, target the actions to obtain data only the specific individuals and the specific data elements needed to perform the particular job-related task or project.
· Only access, inspect, or use confidential information for purposes to fulfill official job duties or as otherwise required by law. 

· Only share confidential information with another person if the recipient’s need for the information relates to his or her job duties and the sharing is legal and allowed.
· Limit the potential for unauthorized disclosure when handling, processing, transmitting, or storing confidential information. You can protect against unauthorized individuals viewing confidential information on monitors by using screen privacy filters. You can prevent eavesdropping or overhearing by anyone without a need to know the confidential information by ensuring when you discuss the information you are in a secluded room, such as an office, quiet room, or conference room.
· Always secure physical confidential information when not in use (e.g., in a locked drawer, cabinet, or desk; in a safe; or in another locked container). 

· Only store confidential information on CDE network drives where access is restricted to those with a need to know. 
· If you are traveling or are required to perform job-duties off-site, you can temporarily save or store confidential information on CDE-owned devices, which are encrypted to CDE approved standards. To appropriately secure confidential information when traveling:

· Ensure confidential information in electronic format is on an encrypted CDE-owned device or removable media (e.g., CDs, DVDs, hard drives, flash drives, USB drives, and floppy disks). 

· Ensure paper documents and CDE-owned devices remain under your control or are locked in a secure container when not in use. 

· Confidential information cannot be accessed or stored on a personally-owned device, such as a home PC, smartphone or tablet.

· Never leave confidential information unattended on a desk, network printer, fax machine, or copier. 
· When sending confidential information to someone using a fax machine, contact the recipient to arrange for its receipt. 
· Shred paper documents that contain confidential information and place them in recycling or refuse baskets or bins. 

· If you suspect improper activities in the access or use of confidential information, report that activity to your supervisor and the CDE Information Security Office.
TSD and Technical Staff 
· TSD and some Division technical staff are given privileged access to computer systems because of their job responsibilities. Typically, such individuals are either system administrators or application developers, or are administrative employees with some access to the CDE’s databases. These privileged users have the ability, through user names, passwords, and other mechanisms, to perform administrative and maintenance operations. 

· Technical users should not browse through information (files, electronic mail messages, etc.) unless if it is part of their job description; is required during file system repair, management, or restoration; is necessary to investigate suspicious or system-impairing behavior, or possible violations of CDE policy. 
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